INTELLIGENT MANUFACTURING

LKH Precicon is at the forefront of Intelligent Manufacturing solutions to enhance productivity, protect assets, and promote sustainability.
Our approach focuses on three essential pillars.
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INTRODUCTION LKH PRECICON precicon.com.sg

Comprehensive
Framework for Modern
Manufacturing

SMART SOLUTIONS

Enhance efficiency and innovation

SUSTAINABLE SOLUTIONS

Optimize energy use and fulfill environmental
responsibility

Protect against cyber threats that compromise your
Operation Technology (OT)
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SECURE: CYBERSECURITY FOR OT

LKH PRECICON

precicon.com.sg

Is your OT
secure
enough
against
cyber
threats?

Most Industrial Control
System lack security by
design

Datais
primordial. Losing
them can be very

costly for my
production

Increased
modernization of
my factory

demands an IT-OT
convergence

Third party reliance

such as OEMs and Sl

exposes systems to
additionalrisks

Remote access by
employees and 3™
parties exposes
usto risks
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Cybersecurity Threats Affect Singapore Businesses A

PRECICON

43%

80% 49% 99% 31% 43%
Have encountered Encounter threat Suffered a business Financial loss Reputation damage
threatin a year several times per impact

year

Source: 2023 Singapore Cybersecurity Health Report based on 2000+ Singaporean companies, across 23 sectors, including 7 ITM
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Challenges in Implementing Cybersecurity

Reasons why businesses lack Cybersecurity

Many businesses perceive cybersecurity as a low-priority concern, often viewing it as a future risk rather than an immediate
necessity. This mindset can leave organizations vulnerable to cyber threats, which are becoming increasingly sophisticated and
frequent. Proactive security measures are essential to prevent data breaches, financial losses, and reputational damage.

Lack knowledge I T
Unlikely to be a target _

39%

Lack manpower/ resources



SECURE: CYBERSECURITY FOR OT LKH PRECICON precicon.com.sg

PRECICON
SOLUTIONS

1. 2.
Reduce the need for Providing secure digital
expensive upgrades or networks for various
overhauls of existing OT operational layers
assets.

4.
3.
Partnering up with FORTINET Quick implementation
to provide a seamless OT across diverse

Security Platform environments




Our OT Security Platforms

Cloud and
External Zones

MAJOR ENFORCEMENT BOUNDARY

Business and
Enterprise Zones

MAJOR ENFORCEMENT BOUNDARY

Operations and
Control Zones

MINOR ENFORCEMENT BOUNDARY

Process Control
Zones

MAJOR ENFORCEMENT BOUNDARY

Safety and
Protection Zones

CONVERGED IT & OT
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ICS/OT
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Digital Transformation
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Secure
Switch
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Rugged Firewalls,
Switches,
Access Point

Data from Industrial Networks to Cloud

Users need Secure Remote Access to OT

Remote Access

Single Sign-On

u 384629

Multi-factor
Authentication
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Network
Access Control
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SIEM

Q)

SOAR
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Honeypot

Centralized Policy
Management

Centralized
Logging and
Reporting
Endpoint Detection
and Response

How to Secure IT/OT Converged Operations?

=

Insecure and
Legacy Assets
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Cyber Intrusions
and Security
Violations

'
Vulnerabilities and
Exposures

Integration
Complexities
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How Our Secure Solutions Protect Your OT

Monitor
Software
Make sure all security fabrics are secure via dashboard
Install Conduits
Identify sensitive zones and install firewalls
Hardware
Assess Hierarchy
With the Purdue Model
(hierarchical framework forindustrial cybersecurity)
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THANK YOU

WWW.precicon.com.sg
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